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Abstract

An E-mail as an internet service become easy and quick way around

computer users. Some E-mails needs more security against hackers.

The aim of this study construct a secure E-mail system protected with

pretty good privacy algorithm.

In this study, we have constructed a secure mailing system. The user can
create a count create account in the system after that he can make a
message, encrypt then transmit it o the receiver. The receiver can select

the message, decrypt it.

The Pretty Good Privacy (PGP) algorithm is used as a tool to provide
secrecy. This algorithm possesses high quality against hackers. It contains
four cryptographic functions which they are hash function to create the
digital signature, asymmetric coding algorithm for constructing the keys,
symmetric coding algorithm to encode the message with the session key, and

a file compression algorithm to compress the size of the message.

We have used algorithms that has special function in the science of

cryptography such as Sevure Hash Algorithm (SHA-1) as hash function, RSA
for Asymmetric encryption, AES for Symmetric encryption, and Lempel-Ziv

1977 (LZ77) for Compression after comparing them with another algorithm
and they proved their speed and strength.



We construct the system using PHP language, bootstrap and MySQL.
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